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Background

The Office of the Superintendent of Financial
Institutions (OSFI) has issued a guideline for the
regulatory treatment of crypto-assets in federally
regulated deposit-takinginstitutions. The guideline
categorizes crypto-asset exposuresinto simplified
and comprehensive approaches and covers
considerations such as capital deduction, liquidity
treatment and risk management. It takes effect from
fiscal Q1 2025.

SCOPE APPLICABILITY
Below is the scope of OSFI's proposed guideline:

» The guideline covers crypto-assets, defined as
private digital assets using cryptography and
distributed ledger technologies (DLT) or similar
tech.

» Digital assetsrepresent value for payment,
investment or accessing goods/services.
Dematerialized securitiesissued through DLT are
within scope (tokenized traditional assets).

» Dematerialized securities managed using
centralized electronic registers are not covered.

» Regulatory capital and liquidity requirements of
central bank digital currencies (CBDCs) are out of
scope.

» "Exposure"includes on-/off-balance sheet
amounts with credit, market, operational and
liquidity risks.

» Operational risk requirements and risk
management apply to banks' crypto-asset
activities, including custodial services for client
crypto-assets on a segregated basis.

REGULATORY TREATMENT OPTIONS

Simplified approach

» Deduct all crypto-asset exposures,

regardless of classification.

» Crypto-assets are considered non-HQLA in

the LCR and NSFR standards.

) )
,% Detailed approach

» Capital and liquidity treatments vary

depending on crypto-asset classification
(e.g., Group 1a, 1b, 2a or 2b).

Simplified approach

Credit valuation adjustment (CVA)
Counterparty credit risk (CCR)
Operational risk

Leverage

Large exposure

Above table highlights the key differences between the two approaches, including how crypto-assets are treatedin
CET1 capital, the LCR and NSFR standards, and additionalrisk considerations banks must consider.
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Categorization of

crypto-assets

For the purposes of credit, market and liquidity risk, the reqgulatory capital and liquidity treatment of a bank’s crypto-
asset exposures varies according to the prudential classification of the crypto-assets. To determine the prudential
classification, crypto-assets should be assessed on an ongoing basis and classified intotwo broad groups:

GROUP2

Crypto-assets that fail to meet the classification
conditions set out in Annexe 11

GROUP1
Crypto-assets that meet the classification
conditions set out in Annex 11

la: Tokenized crypto-assets 2a: Hedged crypto-assets

» Consistentwiththe CAR and LAR treatment of » Failsthe classification conditions for Group 1, but
the related asset satisfies the hedging recognition criteriain

1b: Stablecoins Annex 3!

> Similarto 1a, but with additional criteria on the

2b: Other crypto-assets

effectiveness of an asset's stabilization » Exposures will be fully deducted from CET 1 capital
mechanismin Annex 1

Banks, on an ongoingbasis, are responsible for assessing whether the crypto-assets to which they are exposed are
compliant with the classification conditions set out in Annex 1. Banks should fully document the information used in
determiningcompliance with the classification conditions and make this availableto OSFI on request. OSFI may
override banks' classification decisions if it does not agree with the banks’ assessments.

Banking book vs. trading book boundaries What does it mean for banks?

The allocation of crypto-assets between the

banking book and trading book is determined by
OSFI Chapter 9 of the Capital Adequacy
Requirements (CAR). There are specific criteria
for assigning different types of crypto- assets to
either book:

>

Group lacrypto-assets are assigned based on
the boundary criteria applied to the non-
tokenized equivalent traditional assets.

Group 1b crypto-assets are assigned based on
the boundary criteria applied to the reference
asset(s).

Group 2a crypto-assets are treated according to
the proposed market risk rules, similar to foreign

Proper categorization
of crypto-assets is
crucial, and their
treatment depends on
whether they fall under
Group 1 or Group 2.

O
Ob

a2

Banks must adhere to the
market risk framework in
Chapter 9 of CAR to be
eligible for the treatment
of Group 2a crypto-assets.

=
=

Crypto-asset exposures are
exempt from the deduction
requirement for intangible
assets, even if classified as

currencies and commodities risk. Compliance
with the market risk framework in Chapter 9 of
CARis necessary for this categorization.

» Group 2b crypto-assets are treated according to

Internal Ratings Based
(IRB) approaches
cannot be appliedto
Group 2 crypto-assets.

! Please refer to the OSFI guideline on the regulatory capital and liquidity treatment of ¢

a standardized conservative requlatory capital
and liquidity treatment specified in the guideline.

such under International
Financial Reporting
Standards (IFRS).

to-asset exposure

s for additional information.


https://www.osfi-bsif.gc.ca/Eng/fi-if/rg-ro/gdn-ort/gl-ld/Pages/crypto-bnk.aspx#toc5
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Credit risk - capital
requirements -

Group 1 crypto-assets
iilmm

/
2

y
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GROUP 1A CRYPTO-ASSETS

Is crypto- assets
Type laor 1b?

1—»

Start Group 1
crypto-asset

> Assess credit risk-weighted assets (RWA)
determination as non-tokenized traditional assets.

A

» Assess the additional credit risk standards that are
not directly linked to legal rights and payments.

Recognize as collateral if volatility and
holding periods under distressed can be
confirmed to not be materially
increased compared with the traditional
asset or pool of traditional assets

End Type 1a
crypto- assets

Group la crypto-assets:

Check for
tokenized assets financial

collateral eligibility for
recognition?

» Subjecttothe same credit risk-weighted assets (RWA) expectations as non-tokenized

traditional assetsin the banking book.

Treatment based on the assumption that similar legal rights and payment likelihood lead to similar

values and credit risk.

Banks must assesstokenized traditional assets separately for risks beyond legal rightsand payment

likelihood.

Only tokenized Group 1a assets matching the list of eligible financial collateral under CAR may

qualify for recognition as eligible collateral.
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Is crypto- assets
Type laor 1b?

1b

GROUP 1B CRYPTO-ASSETS

» Analyze specific structures of
Group 1b crypto-assets &
identify risks

Address that crypto-
asset is redeemable >

Does the

crypto asset arrangement Yes—p

include sufficient pool of
reserve assets?

A\ 4

for a predefined
amount of reference
assets or cash.

» Capitalize each credit risk
exposure separately using credit
standards set out in CAR

No

v

» Add sufficient pool of reserves assets to
redemption claims

» Analyze specific structures of Group 1b
crypto-assets and identify risks

» Capitalize each credit risk exposure
separately using credit standardsin CAR

End Type 1b
crypto- Assets

Group 2a crypto-assets :

» Must be redeemable for a predefined amount of reference assets or cash, with sufficient
reserve assets to meet redemption claims.
Varied structures, requiring thorough risk analysis for separate capitalization using credit
risk standards under CAR guideline.
Banks responsible for comprehensive assessment and documentation of risks arising from
each exposure.
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Capital requirements for market risk of Group 1
crypto-assets and provide guidance on their
application under the Standardized Approach (SA)
and the Internal Ratings-Based (IRB) approach.
Group 1 crypto-assets are classified into tokenized
instruments and stablecoins. The SA involves
mapping these assets to current risk classes, while
the IRB approach calculates the aggregate capital
requirement by considering default risk capital (DRC)
and non-DRC requirements. Differences between
tokenized, non-tokenized assets, stablecoins and
traditional assets should be accounted for in DRC
and loss given default (LGD) estimates.

STANDARDIZED APPROACH

Application of SA to Group1 assets Treat the risk of default of the
¢ Checkif redeemerand risks arising when
) Group 1b Yes intermediaries perform the
Identify Group 1 crypto-assets ~ ——>  crypto-assets ——  redemption function in line with
are present? minimum risk-based capital

requirements for credit risk

lNo

Decompose:
Tokenized instrumentinto risk factors stablecoinsinto risk factors

Calculate sensitivities to traditionalrisk factors for tokenized
instruments and stablecoins

v

Map tokenized assets “sensitivities to corresponding traditional asset
risk classes” (Same Risk Factors, Identical Sensitives)

Determinegross jump-to-default (JTD) for Group 1 crypto-assets
(equivalent to traditional asset JTD)

v

Calculate default risk capital (DRC) requirements

v

Aggregate marketrisk capital for Group 1 crypto assets

v

Ongoing monitoring and adjustments

CONSIDERATIONS FOR APPLYING SA TO GROUP 1 CRYPTO-ASSETS
Decompose tokenized assets and stablecoinsinto traditional risk factors
Map them to current risk classes for consistent assessment

Consider gross JTD equivalent to traditional assets for DRC
Handle Group 1b crypto-assets' risk as per minimum credit risk capital requirements
Enhance risk management and maintain robust capital adequacy
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Market risk - capital

requirements -
Group 1 crypto-assets

INTERNAL RATING BASED (IRB) APPROACH

Check if G -
. Yes roup 2 crypto-assetsare
Gr(;l;;s)eztsc;yr[éto » referenced, the use of the market
referenced risk frameworkis not permitted
No
Check if
~ Group 1b
” crypto- assets No

are present

Yes l
\ 4

Treat the risk of default of the redeemer

and risks arising when intermediaries Apply market risk
perform the redemption functionin line framework as defined
with minimum risk-based capital in CAR Chapter 9

requirements for credit risk

‘ v
Calculate non-default risk capital
(DRC)?for Group 1 crypto-assets

A 4 * *

Calculate default risk Calculate aggregate stressed Calculate aggregate
capital(DRC)! for expectedshortfall (SES) capital capital for modellable
Group 1 crypto-assets for non-modellable risk factors risk factors (IMCC)
I
v
Aggregate DRC and non-DRC
for total market risk capital o

1. Check for DRC requirements as per the guideline. requirement for Group 1
2. Checkfornon-DRC requirements as per the guideline. crypto-assets

Add-on RWA for infrastructure risk - Group 1 crypto-assets
E An additional 2.5% risk-weighted asset (RWA) add-on is applied to Group 1

crypto-assets due to the new and potentially risky nature of the underlying
technological infrastructure, such as DLT. This addresses the unique risks
associated with crypto-assets compared to traditionalfinancial assets. The add-
on may be adjusted in the future based on industry and market experience.
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Capital requirements -

Group 2a crypto-assets

y — Sl

GROUP 2A CRYPTO-ASSETS

» Group 2a crypto-assets have specific capital requirements and are classified under a separate risk class.

» Banks must consider allrisk factors, includingderivatives and off-balance sheet positions, affected by
changesin Group 2a crypto-asset prices.

» Basisrisk from hedgingrelationships must be tracked and capitalized.

» The computation of sensitivities-based method for Group 2a crypto-assets includes new risk factors (delta,
vega, and curvature)and a new bucket structure for individual asset sensitivity.

» Sensitivity calculationsshould be separate for long and short positions, with allowancesfor hedging and
diversification benefits.

To sum up capital requirements for each risk type (delta, vega and curvature) across all buckets to get the
total capital requirement for all Group 2a crypto-assets:

Total Capital = ZBucket,(Delta Capital Req. +Vega Capital Req. +Curvature Capital Req.)

| CAPITALCALCULATIONFLOW FOR RCYPTO2A ASSETS

Check if

Treat the risk of default of the
redeemer and risks arising when

. Group 2a intermediaries perform the
dentify Group 2a crypto-assets crypto-assetsis redemption functPon in line with
stablecoin minimum risk-based capital

requirements for credit risk in CAR

Identify Group 2a crypto-asset positions

Convert positionsinto reporting currencies

Include all risk factors. Create risk buckets & assignrisk weights
1

v v v
Deltasensitivities Vega sensitivities Curvaturerisk factors
v v v
Calculate delta capital Calculate vega capital Calculate curvature
(Kb) (Kb) capital (Kb)
v v
Aggregate deltacapital Aggregatevegacapital  Aggregate curvature
(Kb) (Kb) capital (Kb)
v v

Aggregate delta, vega and curvature capital requirements

Total capital requirement for Group 2a crypto Assets
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DECODING CRYPTO CAPITAL

Hedging
benefits

Separate
risk classes

Bucket
structures

Comprehensive
risk coverage

Restricted
portfolios

Total Capital
= YBucketb(Delta Capital Req.+Vega Capital Req. +Curvanture Capital Req.)

Delta Capital req.K, = J Max (0, X, (WS2 + 3,p,, * WS, * WS, ,where

>

WS?2 represents the delta sensitivity for a specific crypto-asset (k) at a specific tenor.
» py isthe correlation coefficient between two different crypto-assets (k and I).
» WS, andWS, are the weights assigned to each crypto-assetin the bucket.

Vega Capital req.for K, = bpy, * X, | CV, | ,where

» bpy is a constant factor, which is equal to 94% (0.94).
» 2, isthe summation over all vega risk factors k within bucket b.
» CV,represents the absolute value of the vega risk sensitivity for risk factor k.

Curvature Risk Capital req.for K, = Max— (K,~,K,"), where

>

Curvature risk capital requirement for bucket b is the capital requirement for the specific Group 2a
crypto-asset in bucket b based on curvature risk.

Ky~ is the sum of the absolute values of all negative curvature risk sensitivities withinbucket b.

K+ is the sum of the absolute values of all positive curvature risk sensitivities withinbucket b.
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GROUP 2B CRYPTO-ASSETS

No separate trading book and banking book treatment. This treatment is intended to capture both credit
and market risk, including CVA risk. This approach should be reported as part of the bank's credit RWA.

CET 1 deduction = Max[ abs (long exposure), abs (short exposure)]

\_Y_/ \ Y )

—

CAPITAL DEDUCTION Qg MAXIMUM POSSIBLE LOSS \'\\,
Group 2 crypto-assets Derivatives
RWA for each separate crypto-asset to which the The exposure value of its underlying crypto-
bank is exposed assets
Short positions Leveraged derivatives
Banks will be responsible for demonstrating the Upward adjusted exposure value for leveraged
materiality of risks under the supervisory review derivatives (if any).

and whether risks are materially underestimated.
In those cases, the capital add- on will be calibrated
by requiring banks to calculate aggregate capital
requirements under the market and CVA risk
framework and to use this amount if the result is
higher than the capital deduction above.

Adjusted value = exposure value * leverage
factor

Group 2 crypto-assets Groupe 2 exposure limit El

cannot be applied to Group 2 crypto-assets. exposure must stay within 1%-
No Credit Risk Group 2a crypto-assets are 2% of Tier 1 capital.
subject to the Default Risk Charge (DRC)

capital requirement. Exposures exceeding the 1%

threshold will face Group 2b

Crypto-asset to be treated as Group 2a with to- t ital
the sensitivities approach, the bank must ?gézi?eﬁgﬁtscﬁmifadherence
adhere to the market risk framework. is restored. Exceeding 2%

The requlatory capital treatment set out leads to all Group 2 crypto-
below also applies to the bank’s credit RWA: assets facing Group 2b. capital

» Funds of Group 2b crypto-assets (e.g. requirements.

Group 2b crypto-asset ETFs) and other
entities, the material value of which is
primarily derived from the value of Group
2b crypto-assets

Equity investments, derivatives or short
positionsin the above funds or entities
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Capital requirements
for credit valuatlon
adjustment risks

Minimum risk-based capital requirements for CVA risk are to be applied to crypto-asset derivatives exposures
and material and fair-valued securities financing transactions (SFTs) referencing crypto-assets, as described
in CAR:

Subject to the same expectationsto determine CVA RWA as non-tokenized
traditional assets (i.e., the rules set out in the market risk chapter of CAR).

Derivatives linked to Group 1b crypto-assets will be subject to the same

expectations for calculating CVA RWA as non-tokenized traditional assets, as
outlined in CAR guideline in the market risk chapter.

Group 2a crypto-assets conform to CAR Chapter 8 expectations, with the
use of BA (Basic Approach) - CVA required for derivatives and SFTs
referencing these assets.

2a The capital requirement for CVA related to Group 2b crypto-assets remains
consistent with the overall capital requirements for Group 2b crypto-assets.

Capital'requirementsg &
for operational nsk;; |

: -
- - .‘ ‘
. J BT
@ @ Operational risk from crypto-asset activities is covered by the 0 0
operational risk standardized approach. This includes Business 0 .@.
Indicator for income and expenses and Internal Loss Multiplier o o

for operational losses resulting from crypto-asset activities.



ﬂ 1 Amended SA - CCR 2a crypto-assets:

Derivatives of Group 2a crypto-assets follow the SA-CCR rules with
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Capital requirement

counterparty=credit:

Banks should use the
comprehensive
approach formula from
the SA's credit risk
mitigation for SFTs as
per CAR Chapter 4. Only
tokenized Group 1a
crypto-assetson the
eligible collateral list
qualify for recognition;
Group 1b, Group 2a,
and Group 2b crypto-
assetsare not eligible
and require the same
haircut as non-traded
equitiesin SFTs.

specificamendments:

>

The SA-CCR considers legally enforceable netting for
replacement cost (RC) calculations

0

PAGE 12

RWA as non-
tokenized traditional
assetsas per CAR
standards

Is significant
valuation difference
b/w the traditional
and the tokenized

Treatit as non-

' tokenizedtraditional

assets (l.e., IMM)

asset?

Yesl

AmendedSA-CCRas
2a explained below !
CCR =(RC + PFE) * aas
2b specifiedin CAR?

exposure

2 CCR 2b crypto-assets - derivatives 9 9

Counterparty credit risk for derivatives
linked to Group 2b crypto-assets is
calculatedas: CCR=(RC + PFE) * a

A new asset class "crypto" is introduced for potential future
exposure (PFE) add-on calculations, aligned with the foreign
exchange asset class structure but with different parameters as
follows:

i. Separate hedgingsets are used for each cryptocurrency priced

in applicable fiat currencies or in another Group 2a
cryptocurrency.

ii. The supervisory factor for cryptocurrency-fiat currency and

cryptocurrency-cryptocurrency pairs is 32%, and the supervisory

option volatilities are set at 120%.

iii. The adjusted notionalis determined by expressingthe crypto-
asset'snotionalin the domestic fiat currency of each bank. In

cases of cryptocurrencies priced in other cryptocurrencies, the

larger of the two adjusted notionals applies.

iv. The calculationof the supervisorydelta adjustment and
maturity factor for the "crypto" asset class remains
consistent with other asset classes.

v. The PFE add-ons for"crypto" hedging sets are aggregated by
summingup, similar to other asset classes.

>

RC = Sum of replacement costs for
derivative exposures related to Group
2b crypto- assets within eligible and
enforceable netting sets.

PFE = 50% of the total gross notional
amount N for derivative exposures
related to Group 2b crypto-assets.

a = Alpha factor specifiedin CAR.

Netting sets should be split into two
sets: one containing derivative
exposures related to Group 2b crypto-
assets and another containing
derivatives related to other assets.
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Application of the LCR
and NSFER frameworks

tocrypto-assets

The classification and calibration of LCR outflow and inflow rates, as well as NSFR available stable funding
(ASF) and required stable funding (RSF) factors for crypto-assets and crypto-liabilities depend on their
structure and commercialfunction, and a bank's exposure. The treatment varies based on whether they are
tokenized claimson a bank, stablecoins or other crypto-assets.

Tokenized claims on a bank

Group la tokenizedclaims on a bank should be treated as an unsecured funding

instrument when they satisfy below conditions along with subject to consideration as

mentioned in new guideline:

i. Issuedby aregulatedand supervised bank

ii. Representa legally bindingclaimon the bank

iii. Redeemablein fiat currency at par value

iv. Have a stable value supportedby the creditworthinessand asset-liability profile of the issuing
bank rather than a segregated pool of assets

=

Value-referenced crypto-assets and other

Group 1b and certain Group 2 crypto-assetsthat are fully collateralized by a
segregated pool of underlying assetsthat do not count towardsthe bank's stock of
HQLA should be treatedsimilarly to securities, subject to the following considerations:
i. Issuingbank of stablecoinwithbinding claim:
a. 100% LCR outflowsif redeemable within30 days
b. ReducedLCR outflowsallowedif backed by non-eligible HQLA, subject to specifiedhaircuts
c. Assets supporting stablecoin value assigned minimum RSF factor based on earliest
redemption date
ii. Whena bank holding stablecoinon balance sheet:
a. Non-HQLAsubjectto at least 85% RSF in NSFR, no LCR inflows
b. Exceptionfor stablecoins with contractual maturity, resultingin fiat currency inflow within
30-day or 1-year horizon; avoid assuming early redemption option

oK

Other crypto-assets

The treatment of non-qualifying Group 2 crypto-assets aligned with other non-HQLA in LCR
and NSFR, with specific considerations:
i Bank holding other Group 2 crypto-assetsor loans in theseassets: 100% RSF in
NSFR, no inflows from liquidation, redemption or maturity
ii. Borrowed other Group 2 crypto-assets on unsecuredbasis with obligationto return
within 30 days: 100% outflow rate unless settled from bank's unencumberedinventory
of the same assets

iii. Borrowingsdenominatedin other Group 2 crypto-assets: 0% ASF in NSFR

&
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Additional crypto-assets =

requirements and treatment/
% © )

PAGE 14

» Off-balance sheet crypto-asset
exposures usea 100% conversion
factorfor calculatingthe exposure
measure.

» Crypto-assets are includedin the leverage
ratio exposure measure basedon their
financial reporting value and relevant
accountingtreatment.

» For Group 1b crypto-assets, banks engaged

in the crypto-asset network, promising to

purchase assets from non-member holders,

must include the total value of off-balance
sheet crypto-assets that could be obligated
for purchase.

Crypto-assets for large exposures

are treated similarly to other exposures
based on B-2 Large Exposure Limits
guidelines.

» Large exposure limits are applied to each
counterparty or connected group based on
the risk-based capital framework.

» |If a crypto-asset exposes a bank to default
risk from multiple counterparties,
exposure to each is calculated separately.

Crypto-asset exposures for LCR and

NSFR requirements should align with
established approaches for traditional
equivalents while factoring in additional risks
and limited historical data. Treatment draws
on LCR and NSFR principles but necessitates
further guidance to address the distinctive
risks posed by crypto-assets.

Group la crypto-assets can be classified

as HQLA if both their traditional and
tokenized forms meet LCR criteria: for
instance, tokenized bonds meeting HQLA
criteria temporarily residing on a distributed
ledger. Yet, Group 1b and Group 2 crypto-
assets should not be deemed HQLA.

Crypto-asset exposures should not be considered qualifying assets under Guideline A-10,
and therefore cannot be included in the calculation of the foreign bank branch deposit.
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Lack of historical data

Historical data for some crypto-assets may
be limited, making it difficult to accurately
assess their risk profiles and calculate
appropriate capital requirements.

Data management

Banks need robust systems for data management,
especially considering the vast amount of data
required for calculating capital and liquidity
requirements for various crypto- assets.

Banking/trading book boundary

Determining the allocation of crypto- assets
between the banking book and trading book,
particularly for Group 1 and Group 2a
crypto-assets, can be complex due to
different market risk rules and boundary
criteria.

Regulatory compliance

Banks must ensure compliance with OSFI's requlatory
guidelines for crypto- asset capital treatment. The
need to maintain accurate records and
documentation to demonstrate compliance may add
operational burden.

Complexity in classification

Banks face challenges in categorizing
crypto-assets into different groups (Group 1
and Group 2) based on the classification
conditions outlinedin Annex 1. The evolving
nature of crypto-assets and their diverse
characteristics make the classification
process intricate.

Regulator oversight

Banks must be prepared for potential oversight by
OSFI, which can override classification decisions if
there is disagreement on the assessments made by
banks.

Valuation and price volatility

The valuation of crypto-assets can be
challenging due to price volatility, lack of
standardized pricing sources and potential
illiguidity in certain markets.

Use of internal models

While internal models are allowed for some crypto-
assets under CAR, they cannot be applied to Group 2
crypto- assets, limiting the flexibility in risk modeling
and assessment.

Risk considerations

Regardless of the approach (simplified or
comprehensive), banks must consider credit
valuation adjustment (CVA), counterparty
credit risk (CCR), operational risk, leverage
and large exposure risk associated with
crypto-asset exposures. Managing and
quantifying these risks can be challenging
due to the unique nature of crypto-assets.

Ongoing assessment

Banks need to continuously assess the compliance of
crypto-assets with classification conditions. The
dynamic nature of the crypto market demands
constant monitoring and adaptation to changing
conditions.

PAGE 15
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Portfolio allocation

We can help yoy deve

for dynamic allocation of Crypto-assets between
the banki i

Valuation techniques

We use g combing
inc

Data enrichment
We work with data providers tq

Risk Management strateqy

We'll work with you to design Customized risk
assessment methodologies for different Crypto-
assets, integrating Cva, CCR, Operationg| risk,
etc. Tailoreq risk models help banks understang
and quantify the risks associated with each

Crypto-asset type, aiding in better risk
Management decisions.
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