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Information om kamerabevakning pa EY:s kontor i Stockholm

(English version further down)

Introduktion

Denna information riktar sig till bestkare till Ernst & Young AB:s och EY Law AB:s (gemensamt "EY") kontor
pd Hamngatan 26 i Stockholm, vars personuppgifter kan komma att behandlas av EY genom den
kamerabevakning som sker pa detta kontor.

Vem ansvarar for behandlingen av personuppgifter?

Det &r Ernst & Young AB (org.nr. 556053-5873), Hamngatan 26, 111 47 Stockholm som ansvarar for
kamerabevakningssystemet pa EY:s kontor i Stockholm och som &r personuppgiftsansvarig fér behandlingen
av personuppgifterna i detta system.

Vilka personuppgifter behandlas?

Besdtkare till EY:s kontor i Stockholm kommer att fangas av videokamerorna. Det rér sig om rérliga bilder av
EY:s anstéllda, partners, leverantdrer, kunder och andra besdkare till EY:s kontor i Stockholm. Inget ljud
spelasin.

Hur behandlas dina personuppgifter?

Det finns sammanlagt 37 videokameror som bevakar olika entréer till EY:s kontor, dvs. huvudentrén till EY:s
reception och de dérrar som finns runtom fastigheten som leder in till EY:s kontor. Kamerabevakning sker 24
timmar om dygnet. Kamerorna har placerats pa sa satt att de endast fangar det som hander i EY:s lokaler
inom de ovan angivna omradena. Inga omraden utanfér EY:s lokaler fangas upp av kamerorna och inte heller
andra omraden pa EY:s kontor.

Varfér behandlar vi dina personuppgifter?

EY hanterar en stor mangd konfidentiell information, bade EY:s egna information och klientinformation
(inklusive personuppgifter) som det dligger EY att tillse att den férblir konfidentiell enligt savél de lagar och
regler som géller for EY:s verksamhet som enligt de dtaganden som EY har gentemot sina kunder och
leverantorer. EY har dven en omsorgsplikt att skydda EY:s personals och dess besdkares liv, hdlsa och
sékerhet. Eftersom EY:s kontor &r mycket centralt beldget i Stockholms innerstad intill bade tunnelbana och
den s.k. Sergelplattan dar det dels rér sig en stor méngd ménniskor, och dels &r tillhall for kriminella element,
har EY beddémt att kamerabevakning av EY:s olika entreer utgdr en viktig och nédvandig komponent i EY:s
sakerhetsarbete for att férebygga och utreda brott och skadegdrelse hanforlig till EY:s kontor, information,
IT-utrustning, dess anstéllda och besékare samt att kamerabevakning behévs 24 timmar om dygnet med
hanvisning till det utsatta Iaget och de ovan angivna riskerna.

Kamerabevakningssystemet anvands endast fér de &ndamal som anges i detta dokument. Det anvands
saledes inte for att dvervaka vem som besdker EY:s kontor eller nér anstéllda anlénder till eller Idmnar
kontoret. | hdndelse av en sdkerhetsincident som exempelivs obehorig atkomst till EY:s kontor kommer
videoinspelningar att granskas av behorig EY-personal for att utreda incidenten. Inspelningar kommer endast
att granskas nér incidenten inte rimligen kan utredas pa ett satt som medfér ett mindre intrang i den
personliga integriteten fér de personer som har spelats in.

Rattslig grund for behandlingen av personuppgifter

Den réttsliga grunden fér behandling av personuppgifterna &r att behandlingen &r nédvandig for &ndamal som
ror den personuppgiftsansvariges eller en tredje parts berattigade intressen, om inte den registrerades
intressen eller grundldggande rattigheter och friheter vager tyngre och kraver skydd av personuppgifter,
sarskilt nar den registrerade ar ett barn.
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Nedan anges EY:s berdttigade intressen fér den behandling av personuppgifter som sker genom
kamerabevakningen pa EY:s kontor.

»  Att skydda EY:s kontor, konfidentiella information och digitala verktyg sasom datorer, IT-system,
telefoner m.m. mot obehérig atkomst, stdld och andra incidenter (gemensamt "sékerhetsincident”);

» Attt férebygga och utreda brott riktat mot EY, dess personal eller andra besdkare till EY samt att
kunna utéva och forsvara rattsliga ansprak i samband med sadana brott.

Vem har tillgang till dina personuppgifter?

EY sakerstaller att pdgaende inspelningar fran kameror och inspelade filmer endast &r tillgangliga for behorig
personal vars roll erfordrar att de har tillgang till sddan information. Inspelningar kan dock komma att Iamnas
ut till en myndighet sasom exempelvis polisen i samband med en sdkerhetsincident eller i samband med en
brottsutredning. Tillgang till gjorda inspelningar ges endast med godkdnnande av sdkerhetsansvarig efter
samrad med EY:s juristavdelning. Det &r dock EY:s jurister som tar stélining till om EY &r skyldig att lamna ut
en gjord inspelning eller om det i dvrigt féreligger en ratt att gér detta.

Sdkerhet

EY foérbinder sig att se till att dina personuppgifter &r sdkra och skyddas mot obehorig atkomst. EY har
implementerat tekniska och organisatoriska atgarder for att skydda och s&dkra dina personuppgifter som
behandlas i systemet. Tillgang till inspelat material ges endast till behérig personal som behdver sadan
tillgdng samt endast i sdkert kontorsutrymme. EY personal som &r behérig att hantera dina personuppgifter
omfattas av sekretess.

Hur I&nge behaller vi dina personuppgifter?

Videoinspelningar sparas som regel under 10 dagar efter ditt besdk pa EY:s kontor. Dérefter raderas dem
automatiskt. En specifik inspelning kan komma att sparas under langre tid t.ex. om inspelningen har betydelse
fér en brottsutredninge eller en sékerhetsincident som &r under utredning. Da EY:s kontor &r stéangt under
helger och allmanna helgdagar, sparas inspelningar under 10 dagar for att sdkerstélla att underlaget finns
kvar under tillrdckligt Iang tid fér att hinna géra en utredning nér det behdvs.

Den registrerades rattigheter

Du har rétt att fa bekraftelse fran EY pa huruvida personuppgifter som roér dig behandlas av EY eller inte, och
i sa fall, fa tillgang till dina personuppgifter. Dessutom kan du ha rétt att begédra radering eller begrénsning av
behandlingen av dina personuppgifter. | samband med en sadan beg&ran behdver vi uppgift om vilken dag och
ungefarlig tidpunkt fér ditt besék samt i dvrigt uppgifter som mdgjliggdr att vi kan hitta dig i inspelat material.

Du kan anvanda nagon av dina rattigheter som registrerad genom att skicka ett e-postmeddelande till
dponordics@se.ey.com.

Klagomal

Om du inte &r néjd med hur EY behandlar dina personuppgifter eller om du &r orolig fér en pastadd
dvertradelse av tillamplig dataskyddslagstiftning eller ndgon annan reglering kan du kontakta EY:s
dataskyddsombud (DSO) via e-post pd dponordics@se.ey.com. DSO kommer att undersdka ditt klagomal och
ge information om hur det kommer att hanteras och I6sas.

Om du inte &r néjd med hur EY har [6st ditt klagomal har du ratt att ge in ett klagomal till Integritets-
skyddsmyndigheten (www.imy.se). Du kan ocksa ha ratt att vénda dig till en behdrig domstol.

Kontakta oss

Om du har frdgor avseende hur vi hanterar dina personuppgifter i samband med den kamerabevakning som
sker pa vart kontor i Stockholm kan du kontakta din kontaktperson hos EY eller skicka ett e-postmeddelande
till dponordics@se.ey.com.
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EY

Privacy Notice - CCTV at EY's office in Stockholm

Introduction

This Privacy Notice applies to all visitors to Ernst & Young AB’s and EY Law AB'’s (jointly defined as “EY")
office at Hamngatan 26 in Stockholm, whose personal data may be processed by the camera surveillance
system (“CCTV system") used by EY for surveillance of the entries to its office.

This Privacy Notice explains the kind of personal data EY collects in connection with operation of its CCTV
system, how the personal data are processed, for what purpose and for how long time. This Privacy Notice
also provides information about the rights of the data subjects under applicable data protection legislation in
relation to the personal data being processed by EY.

Who is responsible for the processing of personal data?

Ernst & Young AB (556053-5873), Hamngatan 26, 111 47 Stockholm is the legal entity who is responsible
for CCTV system installed at EY's office in Stockholm, and who is the controller of the processing of the
personal data in this system.

What kind of personal data is processed?

Visitors to EY's office in Stockholm will be recorded by the CCTV system. It concerns images of EY's
employees, partners, suppliers, clients and other visitors to EY's office. No sound is recorded.

How is your personal data processed?

The CCTV system consists of 37 video cameras recording the main entrance to EY's office and the other
entrances around EY's office building capturing EY's employees and other visitors (in and out) of the office.
The recording is done 24 hours a day.

The video cameras are positioned and configured to only capture activities in the relevant areas inside EY's
office. No other areas in EY's office will be recorded, and no areas outside of EY's office will be recorded.

Why do we process your personal data?

EY office houses a great amount of confidential information, both EY's own information and client information
(including personal data) that EY is required to ensure remains confidential according to the laws and
regulations applicable to EY's business, as well as according to contractual obligations towards third parties.
EY has also a duty of care to protect the life, health and security of EY's employees and visitors. Due to EY's
office being located very centrally in the city of Stockholm, close to the subway and the so-called
Sergelplattan, a great number of people are passing nearby EY's office and the office is also located in an
area where criminal elements are known to be present, EY has assessed that video surveillance of EY's main
entrance and the different entrances around the building is an important and necessary part of EY's overall
security measures to prevent and detect crimes and damage caused to EY's office, information, IT-equipment,
its personnel and visitors, and that such surveillance is required 24 hours a day.

The CCTV system is not used for any other purpose than as stated in this document. It is not used to monitor
who is visiting the EY office, or when EY employees arrive at or leave the office. In case of a security incident
such as unauthorized access to EY's office, CCTV recordings will be reviewed by authorized EY personnel to
investigate the incident. Recordings will only be viewed if the incident cannot reasonably be investigated in a
less intrusive manner in relation to the privacy of the individuals who have been recorded.

Legal basis for the processing of personal data

The legal basis for processing of the personal data is that the processing is necessary for the purposes of the
legitimate interests pursued by the controller or by a third party, except where such interests are overridden
by the interests or fundamental rights and freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child.

EY has the following legitimate interests for processing personal data captured by its CCTV system.
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e To protect its office, confidential information, and digital tools such as computers, IT-system, cell
phones etc. against unauthorised access, theft and other incidents (“security incidents");

e To prevent and detect crime directed towards EY, its personnel or other Visitors to EY, and establish,
exercise and defend legal claims connected to such crimes.

Who has access to your personal data?

EY will ensure that access to live feeds from the video cameras and recordings is restricted, i.e. access is only
provided to authorised personnel whose role requires them to have such access. However, EY may provide
recordings to an authorized authority where EY is legally required to do so or when EY assess that it is
appropriate to do so for example in connection with a security incident at EY’s office. Access to recordings
will be subject to approval from the Facility Manager after consultation with EY's Legal department. However,
it is EY’'s Legal department that will assess whether EY is under a legal obligation to hand over the data and if
no such legal obligation exists, whether EY is otherwise allowed to share CCTV footage outside the EY
organization.

Security

EY is committed to making sure your personal data is secure and protected against unauthorized access. EY
has implemented technical and organizational measures to safeguard and secure your personal data being
processed in the CCTV system. Access to recordings is restricted to authorized EY personnel on a need to
know basis, and access is only provided in a secure office area. EY persons being authorised to access
recordings are obliged to respect your data’'s confidentiality.

How long do we keep your personal data?

CCTV recordings are as a main rule retained for 10 days after your visit to EY's office. Thereafter they are
automatically deleted. On occasion, we may need to retain the information for a longer period for example
where a law enforcement body is investigating a crime for which the recording is relevant or in case the
recording is relevant for the investigation of a security incident. As the EY office is closed during weekends
and public holidays, we retain the recordings for 10 days to ensure there is sufficient time to investigate
incidents prior to deletion.

Data subject rights

You have the right to obtain a confirmation from EY as to whether or not personal data concerning you is
being processed by EY, and where that is the case, access to your personal data. In addition, you may have
the right to request erasure or restriction of processing of your personal data. When making a request please
provide information what day and approximate time you visited EY's office as well as information enabling us
to find you in the recording.

You can make use of any of your rights as a data subject by sending an e-mail to dponordics@se.ey.com.

Complaints

If you are concerned about an alleged breach of privacy law or any other reqgulation, you can contact our Data
Privacy Officer (DPO) via e-mail at dponordics@se.ey.com. Our DPO will investigate your complaint and
provide information about how it will be handled and resolved.

If you are not satisfied with how EY has resolved your complaint, you have the right to complain to the data
protection authority in Sweden, Integritetsskyddsmyndigheten (imy.se). You can also refer the matter to a
court of competent jurisdiction.

Contact us

If you have any questions or concerns in relation to the processing of your personal data in our CCTV system,
please contact your usual EY representative or send an e-mail to: dponordics@se.ey.com.

Version 2021:1
Ernst & Young AB - Hamngatan 26 - 111 47 Stockholm - Sweden - Org no. 556053-5873


mailto:dponordics@se.ey.com
mailto:dponordics@se.ey.com
mailto:dponordics@se.ey.com

