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Managing integrity risks
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About EY

EY is a global leader in assurance, tax, transaction and advisory services. The insights and quality services we deliver help build trust and confidence in the capital markets and in

q o : p q q : i 5 economies the world over. We develop outstanding leaders who team to deliver on our promises to all of our stakeholders. In so doing, we play a critical role in building a better working
EY Data Integrlty EY D|g|ta| Loss Managmg 'nteg”ty Managmg mteg”ty risks world for our people, for our clients and for our communities.
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EY refers to the global organization, and may refer to one or more, of the member firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young Global
Limited, a UK company limited by guarantee, does not provide services to clients. For more information about our organization, please visit ey.com.

About EY Forensic & Integrity Services

Dealing with complex issues of fraud, regulatory compliance and business disputes can detract from efforts to succeed. Better management of fraud risk and compliance exposure is
a critical business priority — no matter the size or industry sector. With approximately 4,500 forensic professionals around the world, we will assemble the right multidisciplinary and
culturally aligned team to work with you and your legal advisors. We work to give you the benefit of our broad sector experience, our deep subject-matter knowledge and the latest
insights from our work worldwide.
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EY Virtual is a
microservices-based
Al and forensic data
analytics platform
available via cloud
or on premises.

It supports risk
management

and investigative
activities by
providing actionable
insights within a
secure, efficient and
scalable technology
environment.

EY is named as a leader in the
“Gartner Magic Quadrant for
Data and Analytics Service
Providers 2021".
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Key features

» Pre-developed algorithms and applications
to serve a wide range of sector-specific risk
management needs

» Robotic process automation (RPA) bots
that automate routine and rules-based
tasks

» Seamless integration with many
commonly used ERP platforms,
case management tools and data
management applications

» Multiple deployment and data
hosting options

» Robust front-office case
management and reporting
capabilities

» Efficient back-office support
via innovative workflow
designs and automation
technologies

» Segregated development space
and secure cloud deployment

» Using data anonymization
technologies coupled with
innovative workflow designs

Security

to manage compliance risks in by design
cross-border data transfer

» Emphasis on privacy compliance in
how data is sourced, analyzed and
presented

» Supporting phased implementation for better
cost visibility and control

» Modular design to increase the reusability of
intellectual properties thus saving development
time and costs

Cost
efficiency

Application ecosystem

Managing

integrity risks
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Architectural design

Principal elements

Interactive
Case

dashboard and Collaboration
. management
reporting
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Sample applications

Application

Loss Digital contract Conduct risk Compliance layer

prevention review management monitoring

Al and analytics models

Sample technologies

Data integrity

i Analytics
Machine Link social Behavioral Voice Natural language Yayer

learning analysis medig analytics analytics processing
analytics

Cleansed data

Classification, Data fusion and

modeling and Critical asset overnance
g identification 9
blending layer

Consolidated data

EY Virtual
data lake

Data connectors and aggregators

Sample data feeds

High-performance
Hadoop
environment

Employee Financial Technology Physical assets Electronic

» Compensation | | » Purchase » Data transfer || » Yammer communications

. T&E orders activities » Linkedin > Email

> HR » Point of sales » Network » Facebook » Instant messages
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transactions » Software use

Twitter

Instagram
» Access logs

Robust case management capabilities

EY Virtual enhances case
management tools with
visualization, real-time

interaction and seamless

integration with workflow tools.
Decision-makers can

gain a consolidated view of

risk alerts displayed along a i
common time dimension. We :
also supplement risk alerts with
contextual market data

and external intelligence feed,

when needed.

Multiple deployment options:

» EY cloud: Source data is hosted on our secure network with
single and multiuser cloud options. We offer scalability and 24x7
availability via our global technology infrastructure.

» Enterprise deployment: All data traffic is maintained within the
client network, without any outside access.

> Client cloud: We can integrate with many of the most common
and popular cloud technologies.

Machine learning combined with human review

Machines learn through an ongoing, closed-loop feedback process by
leveraging knowledge gained from investigations and feedback from

human review. Applications run on EY Virtual routinely fine-tune the
algorithms used in identifying potential risk indicators.
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High-risk alerts
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