As the landscape changes,
can you be the same yet
different?

Discover how EY can support you in
navigating and building digital
operations resilience

The better the question. The better the answer.
The better the world works.
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DORA at a glance

Regulators across the globe are shifting their focus to make certain that financial services firms
can deliverimportant services to their customers and withstand disruptions. Over the past few
years, different regulatory regimes have developed their own definitions and expectations of
operational resilience.

In the EU, the Digital Operational Resilience Act (DORA) is a regulation published by the
European Commission on digital operational resilience for the financial sector. It seeks to
provide a unified approach for mitigating Information Communication Technologies (ICT)
related disruptions and threats, ensuring the financial sector in Europe can maintain resilient
operations through a severe operational disruption.

With the introduction of DORA, organizations are likely to face the following scenarios that may
require them to determine if their current cyber program is positioned to secure their current
and long-term business interests amidst evolving threat and regulatory landscape:

@ Organisational Changes @ Benchmarking needs @ Resiliency assessments

@ Critical Security Events @ Regulatory requirements @ Periodic reporting

Next steps for organisations

While acknowledging that more work is to be done to ensure resilience against operational
disruption, the next key steps for financial entities in preparing to comply with DORA by 17 January
2025 are:

» |dentify any overlaps with other standards/regulations you are compliant with
» Perform gap assessment against DORA's requirements
» |dentify any existing gaps and/or non-conformities

» Perform the required corrective activities for compliance
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How EY Can Help

EY has developed a comprehensive framework to
assess compliance with DORA, covering the five
(5) main domains:

» Governance

» ICT risk management

» Incident reporting and information sharing

» Digital operational resilience testing

» ICT third-party risk

Our approach offers an objective assessment of a client’s
cybersecurity programs and structures, in alignment with
organization’s business context and relevant scenarios.

Reviews are focused on processes, people and technology
that an organisation uses to establish, implement, operate,

monitor, review, maintain and improve its cybersecurity
program.

Figure: Conceptual View of the DORA Framework
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Program

Core Framework Elements

Capability

Governance

Resilience oversight including tone from the top, policy, charter, framework, taxonomy, risk ownership and
regulatory coordination

Business continuity Disaster recovery Crisis management Data management Third party risk
management

Resilience-driven Approach to efficiently, Plan of action during Data strategy, Verification of vendor
strategy to reduce seamlessly recover crisis, including architecture, integration and
adverse business impact technology to BAU coordination of governance and quality resilience capability
resolution

End-to-end criticality Single points of failure Communication and Control and testing
assessment escalation

BC-based criticality Internal and external Cross-functional Continuous validation of
assignment resulting in single points of failure communication, resilience process and
RTO/RPOs and plans and their contingencies coordination and escalation control effectiveness

Resilience Capabilities

Technology, people, premises, processes, data and third parties to deliver services consistently
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EY Assess

E; Assessment Platform ‘I
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capabilities to standardize
assessments, including DORA Fessssments
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» EY hosted —
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» Azure-based :

» Client accessible

» Views per entity or company wide
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Why EY?

EY provides clients with proven methodologies to
understand and improve on their ability to provide value for
the organization. Our approach uses innovative methods to e ' o 7
gain 360 degree insights across the business to inform r

prioritization of capital while considering organizational
impacts and business context.
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Value Proposition

Now is a good time for organisations to prepare. At EY, we
reqularly monitor reqgulatory developments, especially
regarding DORA. We have performed several projects in this

area and can help organisations with pragmatic and cost- Kevin Mallia
effective options in this space, including: Consulting Partner
EY Malta

> Delivering a global roll out to facilitate requlatory
alignment and compliance

kevin.mallia@mt.ey.com

» Embeddingresilience into firms' organisation

> Reviewing critical processes, services and assets

» Performing a gap analysis against the currently
proposed drafts

Sharing requlatory insights

Sharing industry i

EY Malta
joseph.p.galea@mt.ey.com

Page 5 30 May 2023 Presentation title EY



Building a better working world

EY exists to build a better working world, helping create long-term value
for clients, people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries
provide trust through assurance and help clients grow, transform and
operate.

Working across assurance, consulting, law, strategy, tax and transactions,
EY teams ask better questions to find new answers for the complex issues
facing our world today.

EY refers to the global organization, and may refer to one or more, of the
member firms of Ernst & Young Global Limited, each of which is a separate
legal entity. Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients. Information about how EY
collects and uses personal data and a description of the rights individuals
have under data protection legislation are available via ey.com/privacy. EY
member firms do not practice law where prohibited by local laws. For more
information about our organization, please visit ey.com.

In Consulting, we are building a better working world by transforming
businesses through the power of people, technology and innovation. It's
our ambition to become the world's leading transformation consultants.

The diversity and skills of 70,000+ people will help clients realize
transformation by putting humans at the center, delivering technology
at speed and leveraging innovation at scale. These core drivers of
“Transformation Realized"” will create long-term value for people, clients
and society.

For more information about our Consulting organization, please visit
ey.com/consulting.

© 2023 Ernst & Young Ltd.
All Rights Reserved.

This material has been prepared for general informational purposes only
and is not intended to be relied upon as accounting, tax, legal or other
professional advice. Please refer to your advisors for specific advice.

https://www.ey.com/en_mt
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